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Release Bulletin
ICX-AlphaCom Core Software Version 1.1.3.4

To: All Zenitel Offices and Partners 05/03/2021

Introduction

Zenitel is pleased to announce the release of ICX-AlphaCom Core version 1.1.3.4. This software is available
for both the ICX-500 and x64-based servers.

Cybersecurity

To strengthen cybersecurity, user management and logging of activity have been enhanced:
e Add users for web access and AlphaPro to ICX-AlphaCom communication to a total of maximum 20
users — users can be added with read access and read/write access.
e Logging:
o User login/logout with date/time
o Webpage fields which have been changed with date/time (not the actual value)
o AlphaPro Get/Send/Reset actions with date/time and the credentials used

Zenitel uses Nessus and OpenVAS to scan its software for cybersecurity vulnerabilities before the software
is released. When installing ICX-AlphaCom software, please use the guidelines as detailed in the document
‘Cybersecurity Hardening Guide’ available on www.zenitel.com.

Bug fixes

In addition to the work done to increase cybersecurity, several bugs have been fixed in ICX-
AlphaCom Core version 1.1.3.4. For details on all changes in this and previous releases, please
visit the Release Notes section on Zenitel Wiki:

https://wiki.zenitel.com/wiki/Category:Release notes

Availability

ICX software 1.1.3.4 is now available on the Software Download page on Zenitel Wiki:
https://wiki.zenitel.com/wiki/Downloads#ICX-AlphaCom_System

As software updates may be made available at any moment, it is always advisable to check for the latest
available version on a regular basis. To be able to download software it is required to log in with a username
and password obtainable by e-mailing alphasupport@zenitel.com. Please make sure that we can identify
from the e-mail who you are.

Feedback

If you have any questions related to this bulletin, please contact your local Zenitel sales representative. We
look forward to further developing our cooperation in 2021 and are grateful for your continued business and
support.
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